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MATCHMD KHN SECURE 
MOBILE MESSAGING 
APPLICATION

The MatchMD KHN Secure mobile 

application is more than a simple 

messaging tool. 

There are many advanced options that 

can help the KHN employee 

communicated quickly and securely.

The presentation will cover the 

workflow and options available to all 

KHN employees from the MMD KHN 

app. 



HIPPA? HITECH? FINAL RULE? –
WHY WE NOW USE SECURE 
MOBILE MESSAGING APPS



HEALTH INSURANCE PORTABILITY & 
ACCOUNTABILITY ACT (HIPAA)

Public Law 104-191 H.R. 3103   

August 1996

Goal – to protect the privacy of 

patient – identifiable information in 

all forms, combat waste & fraud, 

improve care, and simplify the 

portability of health information to 

insurers

Patient Rights –Access to 

information, how that information 

is shared, and the protection of 

their privacy

Title II – Fraud Prevention : 

Transactions & Code Sets, 

Identifiers, Privacy, & Security



ARRA AND HITECH ACT – FEBRUARY 2009

American Recovery & Reinvestment Act 

(ARRA) Feb. 2009 – Important because 

HITECH became a 2nd major component 

and the introduction of Business Associate 

Agreements (BAs)

Health Information Technology for 

Economic & Clinical Health Act (HITECH) 

2009-2010

Business Associate Agreements – required 

for covered entities, same penalties for 

breeches. Those providing a service for a 

Covered Entity. (CE)

Business Associates must – Only use PHI 

for purpose it was shared,  assume 

safeguard responsibility, provider the 

insured access to their information and its 

history of disclosures, notify the CE in event 

of a breach & access and mitigate risk.



FINAL RULE –
MARCH 2013

Cloud Portals (MatchMD) – October 2016 - New regulations 
for cloud portal data stores. Encrypted PHI storage, even 

without decryption key, is still a BA and must have a signed BA 
agreement on file. 

Strengthen the privacy and security of protections of individual 
health information (PHI and ePHI) Patient Safety Org (PSO), 

Health Information Org. (HIO),  ePrescribing portals, and other 
data transmission vendors now included under this new rule.

Title II – Final Rule (security) March 26, 2013 effective start date. 
180 days to comply 



How the MatchMD ensures compliance

• Secure sign-on process – Kettering Health Network controls logins through Active Directory 
ADFS

• Encrypted messaging: point-to-point mobile encryption

• Delivery and read receipts

• Date and time stamp

• Customized message retention timeframes

• 2 Form authentication options

• Biometric login capability

• Specified call schedules for all KHN practices ensure contact with the correct physician

• Mobile App Management capabilities – Proprietary or 3rd part wrappers
• Restrictive - permissions driven archive for PC to app and app to app messages.
• Minimum Necessary Information (MNI)

• Team Crisis Paging to secure MMD KHN mobile app.

• Future positive patient lookup – ADT Epic transactional reference calls
• SOC 2 data Center



Benefits of the MatchMD App for Physician Clinicians

• Secure device for all ePHI messages from units, nursing homes, and answering services.
• Ability to let the sender know when the message is received and read 
• Ability to triage important messages first while replying directly back to others when you’ll 

get back to them
• The ability to forward the message to another member of the medical staff and then 

communicate back and forth via mobile to mobile chat
• Escalate backup messages alerts to a secondary device with ePHI removed.
• ePHI stored permanently only on MatchMD’s secure servers.
• Ability to have a mobile device remotely wiped if stolen or lost
• 2 touch call back of telephone numbers including the ability to hide their cell number.
• One-to-one and one-to-many group chat message
• Directory of all credentialed medical professionals in the KHN Network
• The ability to see the call schedule of the person you are looking for in their profile page in 

the directory
• Ability to see own call schedule and those of your practice. The ability to change that 

schedule from the device.
• Ability to send and receive pictures, voice audio recordings, and pdf via chat
• Ability to time delay up to 24 hours the delivery of a chat message



MATCHMD 101 – PC to MatchMD Mobile app communication



MatchMD 101 – Paging from a clinical workstation or network PC



MatchMD KHN App – Basic Features 101



• Reply to a message
• Forward a message to anyone listed in the 

MMD directory
• Forwarded messages become a 2-way 

chat or chat group discussion
• Chats are logged securely for each user
• The ability to call a number back easily.
• Clicking on a message bubble with a 

telephone number in it launches a call back 
options section

• Coming in 2020 the ability to call a person 
back and have your practice’s number be 
displayed in caller ID systems

• Messages logged for 6 years by law.

MatchMD KHN App – Basic Features 101



MatchMD KHN App – Advanced Features – CHAT | Directory

• Directory of over 25,000 users
• User profile page for each user
• Office and mobile numbers included 

in profile.
• Profile displays active call schedule 

for person searched for
• Ability to page the on-call provider or 

direct chat message the searched 
for user

• Once a chat is opened the 
conversation is stored in the chat tab 
on the app.

• Group chat partners become 
persistent. Next time you won’t have 
to search for that user to continue 
your conversation. 



MatchMD KHN App – Advanced Features – CHAT | Directory

• Chat conversation have many more 
advanced features (App to App)

• All conversation are time stamped and 
participants clearly marked.

• Tracking ✓ let you know when a 
message is on the other user's device 
and when it has been read

• Each individual comment can be access 
by pressing and holding on a chat 
bubble to see a full detailed report 
including delivery and read times. 
Continues to be update until chat 
conversation is deleted



MatchMD KHN App – Advanced Features – CHAT  ATTACHMENTS

• Pictures - Upload a picture to a chat 
from your phone 

• Take pictures form inside the MMD app 
to send to others – Examples: Wound 
and Monitor read-outs.

• Live Audio Recording - Record and 
send live audio messages. Send your 
patient handoff comments to next 
covering doctor securely

• PDF- Upload that lab result’s PDF that 
was emailed to your phone. MMD allows 
PDFs to be viewed directly from inside 
the app securely

• Delay the delivery of messages up to 
24 hours.

• Set time to live for all messages –
message will expire after timer ends. 

• Set institutional time out for all 
attachments



MatchMD KHN App – Advanced Features – GROUP CHAT

• Create Chat groups from 2 to 15 users
• Users can freely leave chat group at any 

time.
• Chat group becomes an entry in their 

app CHAT log.
• Admin of chat group can add and delete 

users at will.
• Created chat groups become options to 

forward messages to
• Teaching physicians can create resident 

or med student teaching chat groups.
• Teaching physician can then forward 

interesting or teachable cases they 
receive from units directly to their 
students



MatchMD KHN App – Advanced Feature – Call schedules

• Personal and practice call schedules 
are available from inside the app

• My Call Schedule – Days you are on 
call

• All practice call schedule by day, by 
week, or by month

• Control who can change your practice 
call schedules from the app

• Make emergency call changes in 30-40 
seconds from MMD KHN App.

• The active version of your calendar is 
viewable from the directory page of any 
user. (Who’s on call in real-time)

• Team Call schedule paging coming in 
2020

• Facility Call for Unattached ED 
schedules coming to the mobile app in 
1 Qt. 2020



Features coming to MatchMD KHN app in 2020

• Ability for chat between a mobile app and KHN PC MatchMD user
• Ability for chat conversations to follow you when you log into https://khn.matchmd.com
• Ability to attach files, pictures, and PDFs from a floor PC and send then as a chat 

message to any medical professional
• Ability for images shared between user in chat to be viewed from your PC login and to 

export those images to the PC or EPIC
• Epic – Patient ADT interface. Nursing and Clerical staff will be able to stamp a patient’s 

identifiers from Epic directly into MMD in a message. This will eventually allow for 
automatic or manual export of a sent MMD message directly in patient’s Epic Record

• Addition of VOIP telephone numbers to be added to each app. All Physicians from your 
department or practice can spoof the callback ID to show your practice name or 
department name.

• Working toward HITRUST certification for MatchMD

https://khn.matchmd.com/


My Contact information 

• Curtis Wimsatt  -Vice-President Operations for 

MatchMD

• 19 years experience with secure messaging and cloud 

messaging platforms

• (937) 424-0209

• 24/7 live operator support (866) 257-5363

• Curt@matchmd.com

mailto:Curt@matchmd.com

